Stop Over

the next step in business

Product Catalogue

Produ g r handwrltten e-Signatures

Please sign now!

Flrmi subito!
Prosze podpisad
Assinar agora
o Firme ahora

n P
StepeOr

Unique position feature of our products:

StepOver GmbH is the European market leader in
hardware and software products for handwritten
e-Signatures.

At present, no other company in Europe has come
close to attaining the same number of workplaces
equipped with signature pads and software for hand-
written electronic signatures.

Our products also offer you the highest security and
quality in the world, all “Made in Germany”.

The biometric signature of StepOver is more secure
than the paper version. In order to ensure that these
signatures have legal status, StepOver GmbH elec-
tronic signature products have been validated by
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independent handwriting experts, authorised by a
court of law.

The signature pads and software products of
StepOver correspond to the highest safety require-
ments known on the market. A unique position
feature is the absolutely safe communication
between our software and signature pads. This safety
function guarantees the best protection for the
signature system against attacks from virus infec-
tions, Trojans or hackers on the computer on which
the signature recording software is installed. Only
this type of protection offers the company imple-
menting this system sufficient security during the
validation process by means of the handwritten
electronic signature of a document.
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wuraSign  signature pad series
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3. Pen holder on the front, ideal for use at public service counters.
4.  Status lights (orange = ready / green = capturing signature)
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The ideal sign pad for right-handed people...

tusaSign  signature pad series S[(’["U\'l’l.

rest y!r hand next to the
-flat structure mean that f
as natural as you were

The most secure pads in the world
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Stability, ergonomics and aesthetics

A signature pad with LCD that is as thin as a CD case, yet at the
same time offers stability. Its high strength is due to the specially
reinforced sides: 40 % of its 10 mm depth is dedicated to reinforcing
the casing.

— _—
ISIep Over Setup CD'

With it’s standard USB connection, there are no more problems
with the length of the cable. While desktop computers often require
a long connection cable, with laptops, a shorter cable is more com-
fortable. With this port, there is also no more discomfort with having
to connect the cable under the table in fixed workplaces.
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...and for left-handed people

- space to rest

-

- in ergonomi
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Other details:

In contrast to many other graphic tablets and pen
pads, the naturaSign Pad series runs on a powerful
32 bit processor from the ARM 7 series. This com-
puting power not only enables an enormous
recording speed of 500 4D coordinates per second,

which is decisive for the quality of real-time acquisi-
tion, but also the real-time encryption with AES 256

bit. Another unique feature is the internal pad signa-

ture generation unit, working with secure asymmet-

ric RSA keys of 2048 bit length.
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A robust design for use whilst on the move

more space for signatures: even scrawled handwriting is no longer a
problem. The tried-and-tested “rotate” function enables you to turn
the signature line 180°, so left-handers can also sign comfortably.

More than just a signature...

ensures that your inserts will be clearly

The naturaSign Pad Mobile takes into account the trend for increasingly large
displays for more convenient handling.

The naturaSign Pad Mobile has been specially designed to meet the demands
of mobile use, such as in field service. Thanks to the large LCD, extremely flat
design (under | cm thick) and rounded edges, the naturaSign Pad Mobile is a
highly compact yet stable and comfortable device for capturing signatures.

= o

New resistive design!

sing offers a
convenient method of signing, with no sharp edges or corners.
Grime doesn’t stand a chance!

Space-saving but stable!

Y 4

A pad with LCD screen that’s flatter than a CD case and therefore
saves you plenty of space e.g. can be taken with you in a laptop bag.
Nonetheless, it's very stable and meets the demands of daily use
whilst on the move! The standard micro USB connection enables you
to select your preferred connection lead length.
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The certificate also enables the person checking the signed document to
assign each signature to a particular signature pad.The signature pad’s
processor contains a public key from a second key pair (RSA 2048-bit),
created by a notary public. This key already encrypts the biometric data in the
pad. In this way, highly sensitive data is never found decrypted in the
‘unsecured’ environment — i.e. your computer (e.g. RAM).

The private key from this second key pair is safely stored by the notary
public. The signature pad’s unique security concept guarantees the user the
highest-possible proof security, as he/she will be able to demonstrably claim
that they have not changed or used the signature’s biometric data other than
for the purposes intended (by intercepting the memory and copying the data
to another document).
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Setting the standard for mobile use
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nough space ert long
texts and messages. You can customise the design of the standard

signature field according to your requirements.
—

Sign directly onto the document

4
‘on the pad dis| you can
also sign directly onto documents - it st like signi per.

—
The naturaSign Pad Comfort has been specially designed to meet the
demands of use whilst on the move, such as in field service. Thanks to the
brilliant TFTs, extremely flat design (under | cm thin) and rounded edges, the
naturaSign Pad Comfort is a highly compact yet stable and comfortable device
for capturing signatures.

Each naturaSign Pad Comfort has a unique certificate for the digital signature
process (2048-bit RSA private key), with which the pad’s secure internal
signature creation unit signs the relevant document.

- -~ “Manufacturer
. . Country of Origin: Germany
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obtain under the follo
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displayed directly on the pad, enabling you to scroll through as well
as zoom in and out.

S

A shining display!

Adertis

h

resolution
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The signature pad’s processor contains a public key from a second key pair
(RSA 2048-bit), created by a notary public. This key already encrypts the
biometric data in the pad. In this way, highly sensitive data is never found
decrypted in the ‘unsecured’ environment — i.e. your computer (e.g. RAM).

The private key from this second key pair is safely stored by the notary
public. The signature pad’s unique security concept guarantees the user the
highest-possible proof security, as he/she will be able to demonstrably claim
that they have not changed or used the signature’s biometric data other than
for the purposes intended (by intercepting the memory and copying the data
to another document).

5




tep# Over

the next step in business

Perfect for when you’re not on the move

EfsEPlease sign now! {m Prosze podpisac
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The naturaSign Pad Flawless with brilliant colour screen has been specially
developed for use while stationary and sets new design standards! Thanks to
the extremely flat design (less than 88 mm thick), the naturaSign Pad Flawless
doesn’t just shine on the desk or counter - it even copes brilliantly with the
demands of mobile use; in fact, wherever a sophisticated design and high level
of functionality is required.

Each naturaSign Pad Flawless has a unique certificate for the digital signature
process (2048-bit RSA private key), with which the pad’s secure internal
signature creation unit signs the relevant document.

=
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The thinnest TFT signature pad ever!

It doesn’t get much thinner than this! With its ultra-flat design of just
8 mm and transparent case it blends perfectly with the base on which
it lies.

The palm rest with soft touch surface offers a sophisticated look and
a similar touch to paper — for an even more natural writing feel.

The standard micro USB connection enables you to select your

preferred connection lead length.
S

The certificate also enables the person checking the signed document to
assign each signature to a particular signature pad.

The signature pad’s processor contains a public key from a second key pair
(RSA 2048-bit), created by a notary public. This key already encrypts the
biometric data in the pad. In this way, highly sensitive data is never found
decrypted in the ‘unsecured’ environment — i.e. your computer (e.g. RAM).
The private key from this second key pair is safely stored by the notary
public.

The signature pad’s unique security concept guarantees the user the highest-
possible proof security, as he/she will be able to demonstrably claim that they
have not changed or used the signature’s biometric data other than for the
purposes intended (by intercepting the memory and copying the data to
another document).
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OK  Signagain _Cancel

PLEASE SIGN NOW !
| authorise StepOver to store and use my
personal data for the purpose of sending
further information and newsletters in the
future.

| can revoke this
authorisation at any time by e-mail, fax or
letter.

Because of the extremely flat design (I.Icm high) the naturaSign Pad Colour
not only performs well when used on the counter, it also stands out when
used on the move.

Together with the asymmetrically offset display, the construction of this pad
offers the signatory an unrivalled ergonomic experience, whether they are left
or right handed — It’s just like signing a piece of paper. The highest level of
security and an internal real-time clock enabling a secure date stamp of every
signature make this pad unique on the global market.

§tep Over

the next step in business

5 signature pad series

Present yourself perfectly

Advertisement
Slideshow §

In comparison with many graphics tablets and pen pads, the naturaSign Pad
series has a powerful 32 bit processor from the ARM7 range. This processing
power does not only enable an enormous recording speed of 500 4D coordi-
nates per second, which is decisive for the quality of real-time acquisition, it
also has AES 256 bit real-time encryption.

A further unique selling point is the internal signature generation unit, which
has secure asymmetrical RSA keys of 2048 bit length.

Product Catalogue page 7
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With over 100,000 installations operating in the ar-
eas of insurance, banking, industry and health care in
Germany alone, eSignatureOffice is probably the
best-selling software for handwritten e-signatures in
Europe and the standard for the German insurance
sector. The reasons for this are both the excellent
product security and its flexibility with regard to the
integration into the available software environments
and processes. eSignatureOffice is a complete stand-
alone solution for the signing of PDF and TIFF docu-
ments and does not require any additional third-
party software products.
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The complete Office for creating and signing TIFF
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and PDF documents

eSignatureOffice enables the display and signing of
TIFF and PDF documents which can be "printed"
directly from the customer application into
eSignatureOffice or opened from a hard drive or
web server (FTP and http). PDF form fields can also
now be filled out and stored in eSignatureOffice.
This software is able to provide the highest possible
security through bi-asymmetric encryption. The sup-
port of symmetric and asymmetric encryption (up to
4096 bit RSA) makes eSignatureOffice suitable for
systems with “simple” and “advanced e-signature”.

eSignatureOffice makes your workflow easier:

v Intelligent signature templates automatically find
the positions in which signatures are required,
even in dynamically generated PDF files.

v' The intelligent file designation gives the signed
PDF a name, if requested, that is derived from the
document content, e.g. client or application num-
ber.

v' Combination of different tasks in one macro
action (e.g. print document, send as e-mail or
through FTP and close eSignatureOffice).

v The eSignatureOffice surface can be customised
to meet your personal needs.

Product Catalogue page 8
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Easy acquisition of secure handwritten e-signatures Add-ons for the SimpleSigner

“StepOver SimpleSigner Verson SR 0 0 g An extension, which can be obtained paying a fee,

Configure signature pad... Select lenguage... allows the SimpleSigner to control the StepOver
Signature-API and, with its help, sign TIFF and PDF
documents using command line controls. In this way,
the signature functionality of the StepOver products

can also be integrated into a customer application
without additional programming required. The Sim-
pleSigner only pops up as a signature acquisition win-

dow. From version 5.x, the SimpleSigner can also
encode PDF and TIFF documents with asymmetric
encryption (up to 4096 bit RSA), which makes it
highly suitable for the setup of systems with ad-
vanced e-signatures.

The SimpleSigner can be integrated into any
customer application as a signature acquisition
window without any programming required, and is
controlled via start parameters. In the free basic ver-
sion, signatures can be saved as bitmap and jpeg.
With a premium update, it is also possible to sign
PDF and TIFF documents using the SimpleSigner
command lines.

Optionally, Tablet PCs for direct on-screen signing
are supported in the SimpleSigner Tablet PC version,
as well as graphics tablets and pen pads of other
manufacturers in the SimpleSigner with the Wintab/
Tablet PC extension.

The basic function of the StepOver SimpleSigner

Signatures can be acquired and then saved as a
bitmap or jpeg in the free basic version of the
SimpleSigner, meaning that the SimpleSigner is com-
mand line controlled. The SimpleSigner can there-
fore be integrated into each customer’s individual
application as a signature acquisition window without
any additional programming required.

The SimpleSigner offers multiple optional start
parameters, e.g. to insert text onto StepOver signa-
ture pad screens, for the automatic cutting of the
recorded signature to optimise the space occupied
by the stored image.
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This free plug-in can be used to acquire signatures
with a StepOver signature pad and then insert them
into a Word document.

The signature is recorded in bitmap format and
inserted into your document as an image file.

>
3 //f//////
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l{iWord docume-nts _

The functions of the Word Plugln
&8

The plug-in installs four macro icons in
MS Word.

Custom Toolbars

Functions of the macro icons from left to right:
v" Configuration of the signature pad
v" Acquisition and insertion of the signature

v' Secure the document from modifications with
password protection

v' Set the default size for the signature field

(S5

Please define the dimensions of the signature image:

StepOwver: Set Signature Dimensions

Urits
Width: | 5

Height: I 4

Signature placement

& Inline with text

% centimeters
" inches

¢ Behind text

[ o ]

Cancel |

Documents signed with the Word plug-in can be
displayed and edited (without additional software) in
any Word application.

Bear in mind the following:

The signed documents do not have more legal valid-
ity with the inserted signature image.

Product Catalogue page 10
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StepGVerTlFF & PDF Converter
al printer.for the cgatlon of

VIF

Create a PDF or TIFF document from any printing
application

File Edit View Tools Help

i -77 = \r
‘ Organize v | == Views ~

4 Add a printer

Documents Status

tevaer PDF Converter

The StepOver TIFF & PDF Converter consists of
two virtual printers. This printer can be used for all
printing applications in the same way as your usual
printer.

The StepOver PDF converter produces a PDF file
from the document and the TIFF converter a TIFF
file. The StepOver PDF converter generates a fully
searchable PDF file (not an image PDF) with embed-
ded fonts if necessary.

Additional functions

After printing to one of the converters, a "Save file

s..." dialogue window appears by default. However,
it is also possible to automatically copy the gener-
ated files into a specific directory and extend the file
names with numbers. Alternatively, an external pro-
gram can be called up, which can deliver the created
document as a start parameter in order to enable
further editing of the document after printing. In
order to do this, the TIFF & PDF converter includes
a setup program where all the necessary settings can
be adjusted. In this program you can also set the
resolution and format in which the TIFF converter
creates the TIFF documents.

“0\~A

Manufacturer Stevaer Gm
Country of Orlgln Germany
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TIFF & PDF Converter characteristics at a glance:

v

Creates a PDF or TIFF document from any print-
ing application

Supports Multipage TIFF in B/W or Colour (G3,
G4, Tiff 24nc Colour, TIFF Pack)
TIFF file resolution can be selected during setup

After printing, the plug-in can open the “Save as”
dialogue, transfer the created document to the
desired application or save it automatically to the
specified location

Free format selection up to DinAO

'vStep0ver eSig

Product Catalogue page |1
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[ (" Savefie manually

‘ If you choose to save the file manually, a "Save As..." dialog appears.

‘ (¢ Send file automatically:
Copy file in the following folder:

=8

I

(¥ Rename the file after copying:
[MyFile. pdf

Intelligent rename... |

[V Extend the file name with digits if a file with the same name already exists. |
[T Set"read-only" file attribute.

T Send message after copying:
| Name or TCP/IP address of computer to send message to:
[127.0.01

Message text:
lTEl-I' -Text-Text

X Cancel
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What the Signature Device API achieves

The free API for signature devices provides a direct
interface for communication with all StepOver signa-
ture pads, with serial, USB or encrypted HID con-
nections. The signature device API offers you all the
functions required to access the signature acquisition
devices, record the signature and control the signa-
ture pad display and can also be accessed as DLL or
OCX. In combination with the signature API, avail-
able for purchase, you can set up a software system
for simple and advanced e-signatures with minimum
programming effort.

With a licence (per workstation), available for pur-
chase, the signature device API can also be used for
access to Tablet PCs and pen pads/ graphics tablets
through a Wintab driver (licence costs correspond
to each installed workstation).

Signature
installation

it m:‘a'n.enemal signature

device, connectitto your

computer now before you
continue. Press "NexI™ to
continue

. ,///I///

S VE SINIE S

\

nterfaces (DLL and OCX)

The DLL interface can be easily integrated into C
and Delphi applications.

The OCX interface can be operated from any pro-
gramming language supporting OCX objects. It offers
a visual object for real time signature reproduction
during the signing process, which can be integrated
into your application, as well as any other graphic
object (e.g. icon, image).

Royalty-free for the entire term

The components required for the term can be ob-
tained licence-free with your software. Alternatively,
you can also integrate the available installer in your
own setup. The installer can be executed through
the start parameters "silent" and "unattended" (i.e.
invisible for the user) and carries out all necessary
registration steps for you.

Product Catalogue page 12
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The éentrE component: for the setup

of handwrlti:en e-signature software

The StepOver Signature API is a programming inter-
face for your individual software application for the
electronic signing procedure of PDF and PDF/A
documents. The signature APl inserts biometric data,
the electronically acquired signature image and the
digital signature into the documents to be signed.

By means of the signature APl and the free signature
device API, you can also create your own applica-
tions for simple and advanced e-signature.

The signature APl is an OCX component that is in-
tegrated into your application and can operate to-
gether with it. For its application, licence costs are
incurred per workstation.

Unique features:

v" Signing and controlling of PDF and PDF/A docu-
ments

v' Secure checksum generation, e.g. with SHA256

v Embedding of the signature image and biometric
data

v" Possibility to contact our developers

v The documents signed with the signature API are
100% compatible with the documents signed with
eSignatureOffice and SimpleSigner.

Product Catalogue page |3
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The signature in a document

In addition to the static signature image of the signa-
ture, which is visibly inserted into the document by
means of the signature API, the encrypted dynamic
biometric data is also embedded into the document
linked with the document checksums (HASH).

This includes vertical, horizontal and pressure com-
ponents, as well as the temporal evolution, including
acceleration, etc. (4 dimensional data of the signa-
ture). These biometric data can be used in case of a
legal dispute at a later stage or verified (confirmed)
in real time in case of an identity request. Verifica-
tion based on a signature reproduced on paper is

also possible.

Pressure

the next step in business
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- StepOver Accessories

»

naturaPen

Plastic pen made of special mate-
rial. The pen is extremely abra-
sion resistant, protecting at the
same time the sensor from
scratches. Moreover, the mate-
rial used for naturaPen is food
safe. As a replacement or acces-
sory for application with all
StepOver signature pads of the
naturaSign Pad series.

USB cable for naturaSign Pad; length
1.80 m (71 inch)

USB cable on mini USB for signa-
ture pads of the naturaSign Pad
series. High quality USB 2.0 cable
(black) with Velcro for fastening
and storage. Length: approx. 180
cm (71 inch). A cable is already
included in the delivery contents
of each pad of the naturaSign Pad
series. Only if you need a re-
placement cable or if you would
like to leave a cable permanently
connected to a computer (e.g.
desktop computer), you will
need to order this article.

Product Catalogue page 14
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bluePen

-

«®

Plastic pen (as a replacement or
accessory) for application with the
following StepOver pad types:

v' plusPad LCD USB and serial
v' plusPad USB and serial

v" blueMobile Pad LCD USB and
serial

v' blueMobile Pad USB and serial
LE-Pad Pad USB and serial
v" bluePad USB and serial

<
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Accessories =

Protective case for StepOver
signature pads

The StepOver protective case with
Velcro fastener is composed of a
textile cover (Supratex 1000) with a
5 mm foam layer for vibration ab-
sorption and reinforcements in the
front and back parts to protect the
sensors. The StepOver protective
case contains space for your signa-
ture pad, including the connecting
cable, and can be used for the fol-
lowing pad types:

v" naturaSign Pad Colour

v' naturaSign Pad Flawless
v' naturaSign Pad Comfort
v" naturaSign Pad Mobile
v

naturaSign Pad Standard

~

Wi S \ e Céu‘ﬁfry
P o,
h &

Protective case for naturaSign Pad
Standard

The protective case for the natura-
Sign Pad Standard is made of high-
quality recyclable plastic (polyamide)
material especially developed to
meet the high demands of intensive
use in harsh conditions. The protec-
tive case contains space for the sig-
nature device and for the necessary
USB connecting cable.

Note:

This protective case is already in-
cluded in the delivery contents of
the naturaSign Pads Standard. How-
ever, within the framework of client
-specific project deliveries, the pro-
tective case can be excluded. If you
have not received the naturaSign
Pad Standard with the standard de-
livery by StepOver GmbH, or if you
require a replacement case, you can
also order this article separately.
Protective case for naturaSign Pad
Standard.

Product Catalogue page 15
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Table and wall mounting set for
StepOver signature pads

oben / top

Bohrschablone
fur
StepOver Signaturpad. é

drilling jig
for
StepOver signature pad.

This table and wall mounting set
enables you to install your StepOver
signature pad on a table or fix it to a
sloping surface, in order to secure
the device against theft. The table
and wall mounting set contains drill-
ing jigs for the pad support, as well
as the necessary fixing material
(screws and safety bolts).

The table and wall mounting set can
be used in combination with the
following pad types:

v' naturaSign Pad Colour
naturaSign Pad Flawless
naturaSign Pad Comfort
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Stop Over

the next step in business
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Information and Contact

If you are interested in our products, would like to receive more information or watch a live presentation of our
software, we are at your service! You can reach us:

By telephone:
Telephone: 0700 StepOver (€ 0.12 / min. from the German fixed network)
or

Outside Germany: +49 (0) 711 12026930

By Fax and e-Mail:
Fax: +49 (0) 711 12026931

e-mail: info@stepover.de

Via our website:

www.StepOver.com
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